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Each time you
connect to the
Internet, you risk
becoming the victim
of a cybercrime. It's
the price we pay for
living in a digital
world — whether it's
at home, at work, or
on your smartphone.
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According to the
Identity Theft Resource Institute, the number of
U.S. data breaches in 2016 increased by 40%.
And as recently as May 2017, a widespread
"ransomware" attack targeted personal
computers across the globe. While software
companies are continually developing
strategies to combat the latest cybercrimes,
there are some steps you can take to help
protect yourself online.

The stronger, the better
It's a scary thought — most of us have a large
amount of financial and personal information
that's readily accessible through the Internet, in
most cases protected by nothing more than a
username and password.
Create a strong password by using a
combination of lower- and upper-case letters,
numbers, and symbols or by using a random
phrase. Avoid using a password with your
personal information such as your name and
address. In addition, have a separate and
unique password for each account or website
that you use.
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If you have trouble keeping track of all your
password information or you want an extra level
of password protection, consider using
password management software. Password
manager programs generate strong, unique
passwords that you control through a single
master password.

Follow the 3-2-1 rule
Backing up your online data is critical to avoid
losing valuable information due to a cyber
attack. If you have digital assets that you don't
want to risk losing forever, you should back

them up regularly. This pertains to data stored
on both personal computers and mobile
devices.
When backing up data, a good rule to follow is
the 3-2-1 rule. This rule helps reduce the risk
that any one event — such as a computer hacker
gaining access to your computer — will
compromise your primary data and backups. In
order to follow the 3-2-1 rule:
• Have at least three copies of your data (this
means a minimum of the original plus two
backups)
• Use at least two different formats (e.g., hard
drive and cloud-based service)
• Ensure that at least one backup copy is
stored in a separate location (e.g.,
safe-deposit box)

Stay one step ahead
Finally, the best way to avoid becoming the
victim of a cybercrime is to stay one step ahead
of the cybercriminals. Here are some extra
precautions you can take before you go online:
Consider using two-step authentication.
Two-step authentication, which involves using a
text or email code along with your password,
provides another layer of protection for your
sensitive data.
Keep an eye on your accounts. Notify your
financial institution immediately if you see
suspicious activity. Early notification not only
can stop the cyber thief but may limit your
financial liability.
Think twice before clicking. Beware of emails
containing links or asking for personal
information. Never click on a link in an email or
text unless you know the sender and have a
clear idea where the link will take you.
Be careful when you shop. When shopping
online, look for the secure lock symbol in the
address bar and the letters https: (as opposed
to http: ) in the URL. Avoid using public Wi-Fi
networks for shopping, as they lack secure
connections.
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Ten Year-End Tax Tips for 2017
Here are 10 things to consider as you weigh
potential tax moves between now and the end
of the year.

1. Set aside time to plan
Effective planning requires that you have a
good understanding of your current tax
situation, as well as a reasonable estimate of
how your circumstances might change next
year. There's a real opportunity for tax savings
if you'll be paying taxes at a lower rate in one
year than in the other. However, the window for
most tax-saving moves closes on December
31, so don't procrastinate.
Deductions may be limited
for those with high incomes
If your adjusted gross income
(AGI) is more than $261,500
($313,800 if married filing
jointly, $156,900 if married
filing separately, $287,650 if
filing as head of household),
your personal and dependent
exemptions may be phased
out, and your itemized
deductions may be limited. If
your 2017 AGI puts you in this
range, consider any potential
limitation on itemized
deductions as you weigh any
moves relating to timing
deductions.
IRA and retirement plan
contributions
For 2017, you can contribute
up to $18,000 to a 401(k) plan
($24,000 if you're age 50 or
older) and up to $5,500 to a
traditional or Roth IRA ($6,500
if you're age 50 or older). The
window to make 2017
contributions to an employer
plan generally closes at the
end of the year, while you
typically have until the due date
of your federal income tax
return (not including
extensions) to make 2017 IRA
contributions.

advantage in doing so is that withholding is
considered as having been paid evenly through
the year instead of when the dollars are actually
taken from your paycheck. This strategy can
also be used to make up for low or missing
quarterly estimated tax payments.

6. Maximize retirement savings
Deductible contributions to a traditional IRA and
pre-tax contributions to an employer-sponsored
retirement plan such as a 401(k) can reduce
your 2017 taxable income. If you haven't
already contributed up to the maximum amount
allowed, consider doing so by year-end.

2. Defer income to next year

7. Take any required distributions

Consider opportunities to defer income to 2018,
particularly if you think you may be in a lower
tax bracket then. For example, you may be able
to defer a year-end bonus or delay the
collection of business debts, rents, and
payments for services. Doing so may enable
you to postpone payment of tax on the income
until next year.

Once you reach age 70½, you generally must
start taking required minimum distributions
(RMDs) from traditional IRAs and
employer-sponsored retirement plans (an
exception may apply if you're still working for
the employer sponsoring the plan). Take any
distributions by the date required — the end of
the year for most individuals. The penalty for
failing to do so is substantial: 50% of any
amount that you failed to distribute as required.

3. Accelerate deductions
You might also look for opportunities to
accelerate deductions into the current tax year.
If you itemize deductions, making payments for
deductible expenses such as medical
expenses, qualifying interest, and state taxes
before the end of the year, instead of paying
them in early 2018, could make a difference on
your 2017 return.

4. Factor in the AMT
If you're subject to the alternative minimum tax
(AMT), traditional year-end maneuvers such as
deferring income and accelerating deductions
can have a negative effect. Essentially a
separate federal income tax system with its
own rates and rules, the AMT effectively
disallows a number of itemized deductions. For
example, if you're subject to the AMT in 2017,
prepaying 2018 state and local taxes probably
won't help your 2017 tax situation, but could
hurt your 2018 bottom line. Taking the time to
determine whether you may be subject to the
AMT before you make any year-end moves
could help save you from making a costly
mistake.

5. Bump up withholding to cover a tax
shortfall
If it looks as though you're going to owe federal
income tax for the year, especially if you think
you may be subject to an estimated tax penalty,
consider asking your employer (via Form W-4)
to increase your withholding for the remainder
of the year to cover the shortfall. The biggest

8. Weigh year-end investment moves
You shouldn't let tax considerations drive your
investment decisions. However, it's worth
considering the tax implications of any year-end
investment moves that you make. For example,
if you have realized net capital gains from
selling securities at a profit, you might avoid
being taxed on some or all of those gains by
selling losing positions. Any losses over and
above the amount of your gains can be used to
offset up to $3,000 of ordinary income ($1,500
if your filing status is married filing separately)
or carried forward to reduce your taxes in future
years.

9. Beware the net investment income
tax
Don't forget to account for the 3.8% net
investment income tax. This additional tax may
apply to some or all of your net investment
income if your modified AGI exceeds $200,000
($250,000 if married filing jointly, $125,000 if
married filing separately, $200,000 if head of
household).

10. Get help if you need it
There's a lot to think about when it comes to tax
planning. That's why it often makes sense to
talk to a tax professional who is able to
evaluate your situation and help you determine
if any year-end moves make sense for you.
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Life Is for the Living, and So Is Life Insurance
Life can be busy. The requirements of work and
family often leave little time to step back and
think about where you've been and where
you're heading. But as your responsibilities
grow, so does the need to evaluate what would
happen if life for you stopped. September is Life
Insurance Awareness Month and a good time
to reflect on how life insurance can help those
you leave behind — the living.

The cost and availability of
life insurance depend on
factors such as age, health,
and the type and amount of
insurance purchased. As
with most financial
decisions, there are
expenses associated with
the purchase of life
insurance. Policies
commonly have mortality
and expense charges. In
addition, if a policy is
surrendered prematurely,
there may be surrender
charges and income tax
implications.
Life insurance guarantees
are based on the
claims-paying ability and
financial strength of the life
insurance company issuing
the policy.

able to afford quality health care and a
comfortable place to live without your financial
support? Life insurance can become extremely
important in these situations, helping to provide
for these individuals in the event of your death.

Planning for retirement

Preparing for retirement probably means you're
saving as much as you can in your 401(k), IRA,
or other savings vehicle. If you die before you
Your spouse or life partner
get to enjoy your retirement, will your retirement
A successful marriage is often predicated on
plan die for your surviving loved ones as well?
sharing and providing for one another, and that Not only will your salary be unavailable to help
includes each other's financial obligations. If
pay for current living expenses, but your
you were suddenly no longer in the picture,
income won't be there to build the nest egg for
would there be enough money to pay for your
the retirement of your spouse or life partner.
final expenses, cover debt, and buy some time Life insurance can help provide funds that can
to allow your significant other to adjust to a new be used for your spouse's or life partner's
way of life? Life insurance can provide funds to retirement.
cover immediate expenses and income to help
Your health has changed
support your surviving loved one.
If your health declines, how will it affect your life
Your children
insurance? A common worry is that your insurer
You've worked hard to provide for your kids, to could cancel your coverage should your health
give them the chance to realize their hopes and change. However, changes to your health will
dreams. Your children are likely your greatest
not affect your current insurance coverage,
responsibility — a responsibility that doesn't end provided you continue to pay your premiums on
with your passing. Whether your children are in time. In fact, you should take a closer look at
diapers or about to enter college, if something
your life insurance policy to find out if it offers
happened to you or your spouse, or both of
any accelerated (living) benefits that you can
you, would there be enough income to continue access in the event of a serious or long-term
to provide financially for your children? Life
illness.
insurance can help provide the resources for
Leaving a legacy
their continued growth and maturation.
Life insurance can be used to increase the size
Your home
of an estate for your heirs. The death benefit
Buying a home may be the largest single
could provide your beneficiaries with a larger
expenditure of your life. While being a
legacy than might otherwise be possible. The
homeowner is exciting, mortgage payments,
cost of life insurance may be significantly less
often lasting 30 years, along with maintenance, than the proceeds of the policy paid to your
utility costs, homeowners insurance, and real
beneficiaries when you die.
estate taxes can add up to a long-term financial
Charitable giving
commitment. Adequate life insurance protection
Donating a life insurance policy to a charity may
can provide funds that could be used to cover
these expenses, allowing your family to remain enable you to make a larger gift than you
otherwise could afford. Further, the government
in their home.
encourages charitable giving by providing tax
Your business
advantages for certain charitable donations (the
Do you own your own business? Life insurance charity must be a qualified charity). This means
can fit into your business plan in many ways. It that both you and the charity could benefit from
can be part of an employee benefit program,
your donation (though some charities may not
with coverage under a group plan. Life
accept a gift of life insurance for various
insurance purchased on the lives of certain key reasons).
employees can protect your company from the
loss of talented and valuable workers. And life
insurance can be used to fund a buy-sell
agreement.

Caring for an aging parent or loved one
Are you caring for an aging parent or loved
one? Would the people who depend on you be
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If your financial plan for 2017
didn't work out the way you
wanted it to, don't beat
yourself up. Instead, ask
yourself the following questions to determine
what you can learn from reflecting on your
financial situation in the last year.
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Did you meet your financial goals and
expectations for 2017? Perhaps you started
the year with some financial goals in mind. You
wanted to establish a budget that you could
stick to, or maybe you hoped to build up your
emergency savings fund throughout the year. If
you fell short of accomplishing these or other
goals, think about the reasons why. Were your
goals specific? Did you develop a realistic
timeframe for when they would be achieved? If
not, learn to set attainable and measurable
goals for your finances in the new year.

This information is provided by
Millennium Advisory Services, Inc. and
is for information purposes only. The
commentary was not drafted by
Millennium Advisory Services, Inc. and
therefore we cannot guarantee the
accuracy, although we believe it to be
correct.
Broadridge Investor Communication
Solutions, Inc. does not provide
investment, tax, or legal advice. The
information presented here is not
specific to any individual's personal
circumstances.
To the extent that this material
concerns tax matters, it is not intended
or written to be used, and cannot be
used, by a taxpayer for the purpose of
avoiding penalties that may be imposed
by law. Each taxpayer should seek
independent advice from a tax
professional based on his or her
individual circumstances.
These materials are provided for
general information and educational
purposes based upon publicly available
information from sources believed to be
reliable—we cannot assure the accuracy
or completeness of these materials.
The information in these materials may
change at any time and without notice.

How did your investments perform? A
year-end review of your overall portfolio can
help you determine whether your asset
allocation is balanced and in line with your time
horizon and goals. If one type of investment
performed well during the year, it could
represent a greater percentage of your portfolio

than you initially wanted. As a result, you might
consider selling some of it and using that
money to buy other types of investments to
rebalance your portfolio. Keep in mind that
selling investments could result in a tax liability.
And remember, asset allocation does not
guarantee a profit or protect against loss; it is a
method to help manage investment risk. All
investing involves risk, including the possible
loss of principal, and there is no guarantee that
any investment strategy will be successful.
Are your retirement savings on track? Did
you contribute the amount you wanted in 2017?
Or did unexpected financial emergencies force
you to borrow or withdraw money from your
retirement savings? In that case, you can help
your savings recover by contributing the most
you can to your employer-sponsored retirement
plan and taking advantage of employer
matching (if it's available to you). Contributing
to a 401(k) or 403(b) plan can help you save
more consistently because your contributions
are automatically deducted from your salary,
helping you avoid the temptation to skip a
month now and then.

What financial resolutions should I consider making as
I look ahead to 2018?
A new year is right around the
corner, bringing with it a fresh
start for you and your
finances. What will you do this
year to help improve your financial situation?
Evaluate your savings goals. The beginning
of the year is a great time to examine your
overall financial plan. Maybe you want to buy a
new vehicle this year or save money toward a
Caribbean cruise next year. Perhaps you want
to focus less on material items and more on
long-term goals, such as your retirement
savings. Regardless of what you are setting
money aside for, make sure you come up with
a realistic savings plan that will help you
achieve your goals and avoid the risk of
significant loss.

your debts in one fell swoop. Set a smaller goal
that you'll be more likely to achieve over the
course of the year.
Automate as much as you can. Your plan to
pay down debt can be accomplished more
easily if you automate your bill paying, saving,
and investing. Most banks, credit card issuers,
retirement plan providers, and investment
companies offer services that make payments
automatic — allowing you to worry less about
payment dates. The best part is that it might
only take a few taps on your smartphone to
make these processes automatic.

Think about organizing your financial
documents. If your overall financial situation is
already in good shape for the new year,
consider taking time now to clear out and
Pay down debt. Whether you owe money on
organize your financial records. Do you have
your credit cards or have student loan
important documents, such as your tax returns
payments to make, the start of a new year is a or passport, in a safe place? Are you holding on
good time to develop a strategy to reduce your to records that you no longer need? Organizing
overall level of debt. Reducing your debt can
your financial records now can save you time
help create opportunities to contribute toward
and frustration later if you need to locate a
other goals throughout the year. But unless you particular document.
can definitely afford it, don't plan to pay off all
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